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Background. Recent studies show that by the age of 5-7, children have already = Keywords:
had experience using technology for several years. Discussions about the impact of ~ Digital

digital interaction on children are ongoing. Nevertheless, it is becoming clear that competence;
there is a need to develop concepts and tools that will help children in the process of ~ digital devices;

exploring the digital world. One of such concepts can be that of digital competence. parents;

It refers to the readiness of an individual to apply digital technologies efficientlyand ~ preschool

safely in various spheres of life. children;
Objective. To determine the content of digital competence for modern children online risks

of older preschool age.

Design. The study included interviewing children, organizing interaction of a
child with a digital device, playing a card game, and having their parents answer
survey questions.

Results. Our study found that older preschool children had a general idea of
how to use digital technologies and could name those functions which they had
observed or used themselves. The main purpose of the children’s interactions with
digital devices was entertainment. Most of the preschoolers demonstrated low mo-
tivation for learning how to use digital devices, and had not developed ideas about
how to use digital devices in everyday life safely and effectively.

Conclusion. The concept of digital competence can be applied to the study of
issues related to the interaction of older preschool children with the digital environ-
ment. The results we obtained can help educators and parents to develop strategies
for the appropriate and child-friendly interaction of preschoolers with the digital
environment.
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Introduction

The digital environment was not originally designed for children; yet it plays a sig-
nificant role in children’s lives (United Nations Committee on the Rights of the Child,
2021). According to recent studies, children under two have already used digital de-
vices (Chaudron, Di Giota, & Gemo, 2018; Common Sense Media, 2013; Dardanou
et al., 2020). Some parents introduce their children to mobile technologies and tab-
lets at the age of 12-24 months (Archer, Wood, & De Pasquale, 2021), preschool edu-
cational institutions actively integrate multimedia in the process of education (Dore
& Dynia, 2020), and more and more children are becoming regular Internet users
before starting primary school. Children in Russia start using devices at the average
age of 3 years old (it varies from 1.5 to 5 years old) (Chaudron et al., 2018).

Most Russian children were born into, or are being raised in, households having
two TV sets, Internet access, a tablet, a smartphone, a laptop, a DVD, a home video
game console, and other devices (Korotkova et al., 2018). Forty-two percent of chil-
dren in Russia between 3 and 6 years old have a personal smartphone or tablet, and
more than half of all children between 0 and 12 years of age may use their parents’
digital devices and watch TV. Apart from that, preschool children often use digital
devices every day with no supervision by their parents (Veraksa, Bukhalenkova, Chi-
chinina, & Almazova, 2020). The average daily time spent on digital activity by Rus-
sian children 5-10 years old is 1 to 3 hours (Soldatova & Vishneva, 2019).

While the world of children is gradually digitalizing, what kind of impact the
technologies have on today’s children is still a subject of debate. Some research fo-
cuses on identifying the challenges of interaction with the digital world on a child:
apprehensions about the effect of screen time (Radesky, Schumacher, & Zucker-
man, 2015); the negative impact of media and information products (Karabanova
& Molchanov, 2018; Tisseron, 2013); and the potential for intensifying traditional
childhood risks, such as bullying, cyberaggression, and risks related to content; and
fueling new forms of child abuse and exploitation (UNICEE, 2017; United Nations
Committee on the Rights of the Child, 2021). Other researchers are studying the
opportunities opened by digital technologies to young members of the digital com-
munity: the educational and developing value of apps (Liu, Tan, Huang, Chen, & Liu,
2021; Papadakis, 2021; Papadakis, Alexandraki, & Zaranis); the impact of computer
technologies on perception in the learning process (Hoffman, 2014); the develop-
ment of preschoolers’ executive functions by computer-based technologies (Veraksa
& Bukhalenkova, 2017); the development of the creative potential of a gifted child
(Bochkarev, 2019); opportunities for learning and education; and access to informa-
tion (UNICEE, 2017).

Nevertheless, both positive and negative influences are dependent upon the de-
velopment of skills for the competent use of digital opportunities. Researchers have
already well formulated the formal features of the interaction of preschool children
with individual electronic devices or resources. However, the perception of the digi-
tal world by this age group remains understudied. What motivates children to use
particular gadgets? Do they want to learn anything new about the technology? How
do they feel in the digital environment? Do they experience any negative effects and
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how do they cope with them? The answers to these questions are partially known
when it comes to adolescents, but there is a gap in the case of preschoolers. For this
reason, the values and motivation of preschoolers require research to enable a consis-
tent and purpose-driven education aimed at developing the most important digital
competencies.

The Concept of Digital Competence

Confident and critical use of Information Society Technology for work, leisure, and
communication is defined as digital competence (Recommendation of the European
Parliament... 2006). Digital competence is regarded as one of the key competencies
of a modern person (Cortesi, Hasse, Lombana-Bermudez, Kim, & Gasser, 2020).

To specify the concept, the European Commission’s Joint Research Center has
developed the Digital Competence Framework for Citizens (DigComp) (Carretero,
Vuorikari, & Punie, 2017; Ferrari, 2013; Kluzer & Pujol Priego, 2018; Vuorikari, Pu-
nie, Carretero, & Van den Brande, 2016).

Education researchers are also working on identifying the frameworks and struc-
ture for the new term. One of the models of digital competence was designed in
the process of elaborating new tools for assessing the complex system of skills and
knowledge in the field of computer technology in high school students (Calvani, Fini,
Ranieri & Picci, 2008). The authors of the model propose to consider digital compe-
tence in its cognitive, technological, and ethical dimensions.

Russian researchers consider digital competence to be “based on continuous
acquiring of competencies (a system of relevant knowledge, skills, motivation, and
responsibility), the ability of an individual to confidently, effectively, critically, and
safely select and apply info-communication technologies in different spheres of life
(work with content, communication, consumption, technosphere)” (Soldatova, Nes-
tik, Rasskazova, & Zotova, 2013, p.17). Some works describe this concept as an in-
tegral part of social competence. With this approach, the skills and culture of com-
munication on the Internet and safe navigation in the virtual world come to the fore
in defining the essence of digital competence (Denisov, 2018).

The social and emotional aspects of using and understanding digital devices have
been identified as the basis for digital competence (Iloméki, Paavola, Lakkala, &
Kantosalo, 2016). A fundamental difference between digital competence and digital
literacy (or other related terms) is the inclusion of a motivational component in the
essence of the concept, which determines, inter alia, its psychological and pedagogi-
cal orientation.

Model of Digital Competence of Older Preschool Children

To date, researchers have conducted in-depth studies of the problems involved in the
development of digital competence in adolescents; however, the digital competence of
children of other age groups has not yet been studied. More specifically, even though
several models of digital competence already exist (Calvani et al., 2008; Carretero et
al., 2017; Ferrari, 2013; Soldatova et al., 2013), no model has yet been developed for
preschool children. To study this age group, the model proposed by the researchers
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of the Foundation for Internet Development is more applicable; specifically, a model
which includes the components of knowledge, skills, motivation, safety, and respon-
sibility (Soldatova et al., 2013). In our opinion, it is possible to speak about acquiring
the basics of digital competence in children of older preschool age. In this age cohort,
motivation and responsibility become the central components of digital competence
as a psychological and pedagogical category. Nevertheless, the age characteristics of
this group of children require clarification of these components of the model.

In our study we viewed motivation as the pursuit of improving one’ literacy.
However, in studying the motivational component in older preschool children, we
were not only interested in the wish or unwillingness to learn how to use digital tech-
nologies, but also in the children’s specific motives, be they cognitive, game-related,
external, social, etc. At the age of 5-7 years, a child cannot bear full responsibility
for his/her actions and is unable to ensure their technical safety. For this reason,
our study identified the principal component of the digital competence of an older
preschool child as the awareness of the family rules for using digital devices, and the
behaviors which the child chooses when faced with technical problems and online
environment risks.

It must be also clarified that, from our point of view, the level of skills and the
ability to independently use familiar digital devices, and learn how to use unfamiliar
ones, are not very important in older preschool age, because they are directly associ-
ated with the duration and intensity of interaction with digital devices. For this age
category, it is more relevant, in our opinion, to address the existing experience of us-
ing digital devices in various spheres of a child’s life.

The meaning of the components of digital competence of older preschool
children, which we adhere to in this work, can be presented in the form of a table
(Table 1).

Table 1
Digital competence of older preschool children

Component Content

Knowledge Knows a variety of uses for digital devices and understands that digital devices can
be used for more than just entertainment purposes
Has an idea of the existence of various risks in the digital environment, including
online risks
Has an idea of how the Internet functions and understands that they are an Internet
user

Skills Has the minimum skills required to use digital technologies as a tool for self-stu-
dies, self-development, creative activity, and communication

Motivation Is motivated to learn how to interact with digital devices for pragmatic purposes
Has motivation, which includes both external and internal motives

Safety and Knows the family rules for the use of digital devices and tries to comply with them
responsibility When facing risks in the digital environment, asks for help from an adult/parent
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Methods

Aims and Research Questions

Our research aimed to explore how the content of digital competence can be defined
for modern children of older preschool age. The study sought to determine the par-
ticularities of perception and use of digital technologies, areas of knowledge about
technologies, motivation for the use of technologies, and ideas about safe behavior
when using technologies, shown by this age group. The study also examined the at-
titude of parents toward the use of technology by their children, and their strategies
and methods of parental control over it.

The main questions this study sought to answer were:

« How often and for what purposes do older preschool children use technol-
ogy?

o What knowledge do children have about the world of technology?

« How do children assess themselves as digital users? Do they want to improve
their digital competence?

« How do children relate to technologies? What feelings and emotions do they
experience when using them?

« How do older preschoolers understand security in the digital world, and how
do they deal with online risks?

« How do parents view the use of technology by their children, and for what
purpose do they give and buy digital devices for their children?

Participants

The study involved two groups of respondents: 1) children of older preschool age
who attend kindergarten and live in St. Petersburg, and 2) their parents. Participants
were selected from families enrolled in different education groups at the same public
kindergarten. Simple random sampling was used. The employees of the kindergar-
ten were involved in the dissemination of information about the research to be con-
ducted.

Parents who did not answer all the questions in the questionnaire were excluded
from the sample. The final number of parents who participated in the study was 43.
Twenty-four (55.8%) of the respondents were parents of girls, and nineteen (44.2%)
were parents of boys. Forty-one (95.3%) were mothers, and only two (4.7%) of the re-
spondents were fathers. The age of the adult respondents ranged from 24 to 47 years.
Thirty-two (74.4%) of the respondents had higher education.

The answers of the children-participants during the interviews were included
regardless of their completeness. The total number of children involved was 41.
Of these, 61% (25) were girls; 39% (16) were boys. The ages of the respondents were
distributed as follows: respondents age 5 years =41.5% (17); 6 years = 26.2% (11); and
7 years = 31.7% (13). Of the total number of respondents, 61% (25) had older siblings,
and 39% (16) did not.
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Procedure

Our study was based on the materials used in the international research on the inter-
action of children from 0 to 8 years old with digital technologies (Chaudron, 2015),
and on a questionnaire developed by the Foundation for Internet Development in
collaboration with the Levada Center for the all-Russian study “Digital competence
of adolescents and parents” (Soldatova et al., 2013). The first was used as a basis for
drafting the interviews with the children; the second was used as a basis for com-
piling the questionnaire for parents. Both survey instruments were adapted for the
purpose of this study: the age characteristics of the children’s group were taken into
account; questions to respondents were structured according to the components of
digital competence.

The researchers interacted with the children in an environment with which they
were familiar: in the child’s room at home or in the playroom of the kindergarten
they go to. The interview with each respondent took about 25-30 minutes. Before
getting to the main part of the interview (i.e., to identify the children’s preferences)
and in order to make the child comfortable, a card game was used. The cards featured
images of various digital devices and electronic or traditional toys. In the course of
the game, the respondents were asked to place cards on the scale “Like/use”’-"Don’t
like/don’t use,” which helped us to understand how important digital technologies
were in the children’s lives, compared to other elements of modern childhood.

In the main part of the interview, thematic sets of questions were asked in order
to identify the selected components of digital competence:

1. A set with questions about the child’s user activity: digital devices, applica-
tions, and Internet resources used, the frequency and intensity of use, and
purposes of use: “Which of these devices do you have at home?”; “Which of
them can you use?”; “What can you do with this device?”; “Which of these ac-
tivities is your favorite?”; “Which applications in this device can you call your
favorites?)” etc.

2. A set with questions aimed at identifying the child’s experience in using digi-
tal devices in various fields of technology application: “Do you use this device
alone, or does someone help you?”; “How did you learn to use this device? Who
helped you with this?”; “Do you know how to study/buy something, take a pho-
to, make a video, record a song, draw a picture, etc./communicate with someone
using this device?”; “Can you show me how you usually do it?) etc.

3. A set of questions aimed at identifying the respondent’s knowledge about
digital devices, including the areas and methods of the application of tech-
nologies, and the impact on people and society: “Can this device be used to
study, buy something, take a photo, make a video, record a song, draw a picture,
etc./communicate with someone using this device?” “How would you explain
what the Internet is? ”; “Why do people use it?,” etc.

4. A set of questions aimed at identifying the child’s motivation for learning
to use digital devices, and his/her specific motives, as well as identifying the
child’s attitude toward digital devices: “Do you think it is important to learn
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how to use this device?”; “Do you still need to learn or do you already know how
to use it?”; “Why is it important to learn to use this device?”; “How would you
explain why you use this device?”; “In your opinion, does this device bring more
good or bad things to people? And to you personally?) etc.

5. A set of questions about safety when using digital devices, including knowl-
edge of family rules, the pursuit of complying with them, and a model of
behavior in case of facing online risks: “Do you use this device alone, or does
someone help you?”; “Can you use this device for as long as you want? If not,
why not?”; “Can you use this device everywhere?”; “Can you use this device
alone or should someone be with you?”; “Are there any rules for using this
device? Who sets these rules? Do you follow them? What happens if you break
any of them?”; “Have you ever felt unpleasant/scared/sad when you used this
device? What made you feel so?”; “What did you do in this situation?,” etc.

At the end of the interview, in order to identify the child’s skills in using a digital
device, the interviewer asked participants to demonstrate their skills when using a
tablet (iPad). The process of using the device was monitored.

The questionnaire for parents consisted of 39 questions, including dichotomous
choice (yes/no), multiple-choice, open-ended, and closed-ended questions. Col-
lection of the parents’ answers was organized through the online-service Google
Forms. Respondents were asked questions about the types of digital devices used
by their child; whether their child has a personal digital device; the length of time
their child uses digital devices on weekdays and weekends; the purposes of the use
of digital devices; the attitude of the parents toward digital technologies; and the
methods of mediation used by the parents to regulate their children’s interaction
with digital devices.

Results

Use of Digital Devices by Children Ages 5-7

The study showed that 95.1% of children had the experience of active interaction
with various digital devices. Even if their parents did not allow their children to ac-
tively interact with these technologies, the children had a positive attitude towards

Table 2
Types of personal digital devices of preschool children ages 5-7

Digital device oflj:tlsl;(l:::es olzerl:si)l:)tzfzs
Smartphone 15 37
Tablet 14 34
Smart Watches 7 17
Mobile Phone 4 10
Laptop 1 2
Game console 1 2
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them, but at the same time they had no idea about the rules for their safe use. Also,
68.3% of the children in the survey had their own digital devices (Table 2).

These older preschool children could not set the duration of the use of digital
devices by themselves, which means they could not control it. According to the par-
ents’ answers, 61% of their children used digital technologies mostly between 1 and 3
hours a day on weekdays. On weekends, the duration of use of digital devices by this
age group increased significantly (Table 3).

Table 3
Duration of use of digital devices by preschool children ages 5-7

Duration of use Weekdays Weekend
Less than an hour 13 (32%) 7 (17%)
1-3 hours 26 (63%) 25 (61%)
3-5 hours 3 (7%) 8 (20%)
5-8 hours 0 2 (5%)
Difficult to answer 1(2%) 1(2%)

The main purpose of using digital technologies by older preschool children was
entertainment. The children could also use the technology for educational purposes,
but usually not by their own choice, not regularly, and not often (Table 4).

Table 4
Ways of using digital devices by older preschool children

Number Percentage
Way of use

of responses of responses
Watching movies and 41 100
cartoons
Playing video games 34 83
Watching videos 17 42
Taking photos 16 39
Communication 12 29
Drawing 9 22
Making videos 6 15
Listening to music and 3 7

fairy tales

When asked about their favorite multimedia content, these older preschool chil-
dren said they could watch cartoons, movies, and different video content available on
platforms such as YouTube, TikTok, and Likee.
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Knowledge, Skills and Motivation as Components
of Digital Competence of Preschoolers

The knowledge of the digital world and technology which the majority of these older
preschool children possessed can be described as fragmentary and unsystematic.
More specifically, the majority of respondents had an idea of only a few areas of life
and activity where digital devices could be used and could rarely list them on their
own. Only in a few cases had the children developed a concept of what the Internet
is, although they were active Internet users (Table 5).

Table 5
Older preschool children’s ideas of the Internet

Child’s definition oflj:sl:)lcl));:es olzerrecsi:)tzfzs
Electricity for digital devices 9 22
Something that turns on cartoons or games 9 22
Communication tool 3 7
Something that could be distributed by digital devices 3 7
App 2 5
Information storage and transmission system 2 5

These older preschoolers showed varying levels of confidence in interacting with
digital devices. In most cases, the children succeeded in operations which required
touch screen use (Table 6). Slightly more than half of the children could type a text
using a touch keyboard, but only in isolated cases did the children demonstrate pro-
ficiency in specific skills, such as drawing or voice typing.

Table 6

Results of monitoring the use of touch screen digital devices by older preschool children

Operation with a digital device (iPad) o flj:sl;(l:;:es OI;ericsepI:)tzi;

Choose the way to interact with the screen (press, swipe, etc.) 41 100
Use icons to select and get access to applications 39 95
Flip the page and access the content with a swipe from right

to left or top to bottom 3 %
Resize content (increase, decrease) 36 88
Choose the icon to activate the application 35 85
Select and move content in the app 34 83
Swipe the screen to get access to additional pages with apps 33 81
Find and press the button to turn on the device 32 78
Swipe the screen to get access to apps and enter passcode if 30 73

needed
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More than half of the respondents — 53.7% (22) — believed that they had already
fully learned how to use these devices; that is, they had low motivation to increase
their digital competence. It can be assumed that older preschool children tend to
perceive their level of interaction with digital devices as high, due to the fact that
they independently use only a limited number of functions, even on their own digital
devices. Analysis of the children’s answers allowed us to identify the following groups
of motives for increasing digital competence:

 Interest in the adult world. An emphasis on self-image as an adult: “You need
to study so that later, when you become an adult, you already know how to
work”; “You need to learn to use. For example, you have an important confer-
ence of some kind, but you cannot hold on a push-button telephone or TV. And
you have to learn.”

o Social motives. An emphasis on fear of taking a socially disapproving act, or
harming yourself or others: “You have to study, because if you press the wrong
button, the money will be withdrawn there, or something else will happen. Or it

will explode”; “When you press all the buttons in a row, it can deteriorate. And
never work again. Therefore, you have to learn.”

« Communicative motives. An emphasis on mastering the communicative
function of technology: “I think its important for people to learn this. You
must have WhatsApp to be able to call another person.”

« Play motives. An emphasis on mastering the entertainment function of tech-
nology: “You need to learn. For example, I asked my parents about what to
press on the phone and where it was, and what games to download, how to
download games”; “I saw in one video about games where they somehow turned
on the joystick and played on the tablet. I would like that too.”

Safety of Children Ages 5-7 in the Digital World

Older preschool children often find it difficult to cite the family rules for using digital
devices. Nevertheless, more than half of the surveyed respondents expressed their
readiness to follow the rules set by their parents. Some of the children, however, ad-
mitted that they did not even comply with the clearly set rules. Some others reported
that they did not agree with the rules and were reluctant to follow them.

More than 46 percent (46.3%) of the respondents gave a positive answer to
whether a particular digital device could be dangerous. However, the children’s an-
swers were mainly related to the physical characteristics of these objects: e.g., the
device can break, or fall into the water and cause an electric shock to a person. The
rest of the respondents could also recall some negative experiences of using digital
devices and even facing online risks, but they did not speak about these situations as
potentially dangerous. At the same time, when faced with various risks of the online
environment, the children preferred not to inform their parents about them and tried
to cope with the problems on their own. Most often this was due to the children’s fear
of being punished.
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The Attitude of Parents Towards

the Use of Digital Technologies by Their Children

The parents of these older preschool children perceived digital technologies in their
children’s lives primarily as a means of entertainment, relatively speaking, “toys.” At
the same time, a significant number of parents were aware of the potential of digital
devices for their child’s development, but this potential was rarely realized (Table 7).

Table 7

Advantages of using digital technologies for older preschool children
according to parents

Advantage Number Percentage

of responses of responses
Information 17 40
Development and learning 17 40
More effective learning technologies 3 7
Communication with parents 3 7
Communication 2 5
Unlimited possibilities 1 2

Moreover, the parents of the preschoolers tended to underestimate the risks of
the online environment to their children (Table 8).

Table 8

The risks already faced by their children ages 5-7 in the online environment
according to the parents

R Number Percentage
Online-risk
of responses of responses

Confident that children did not face risks 24 56
Found it difficult to answer 8 19
Malware 5 12
Content containing scenes of violence, 5 L
cruelty, murder
Insult, humiliation, harassment, or 4 9
resentment
Promotion of alcohol, drugs, or tobacco 2 5
Become a victim of fraud or money theft 2
Theft of personal data 1 2

A significant number of parents also found it difficult to give specific answers
to questions about ensuring their children’s safe interaction with digital devices
(Table 9).
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Table 9

How parents regulate their child’s interaction with various digital devices

Parental mediation method Number Percentage
of responses of responses
Limiting the time of use 31 72
Supervision while using a digital device 27 63
Talking about digital devices 22 51
Monitoring the use of digital devices 22 51
Establishing rules for the use of digital
. 21 49
devices
Co-using of digital devices with child 20 47
Teaching the child to use digital devices 17 40
Banning the use of a digital device 16 37
Telling the child about the use of digital 13 30
devices and the Internet
Using special software for monitoring 10 23

Discussion

The data we obtained allows us to determine several features in the digital technol-
ogy use by older preschool children. A significant percentage of children ages 5-7
periodically interacts with various digital devices. The most popular devices were the
smartphone and tablet. These results are similar to those of other studies (Dardanaou
et al., 2020; Papadakis et al., 2021). The duration of digital device use by the children
exceeded the time recommended for this age group and generally ranged from 1 to 3
hours a day, a result which is consistent with data reported in other studies (Soldatova
& Vishneva, 2019). Children could use their parents’ digital devices, family digital
devices at home, and their own digital devices. More than half of the children had
personal gadgets. This number is higher in comparison with the studies previously
conducted in Russia. It is also noteworthy that despite the presence of digital devices
in kindergarten, during the study the children did not mention the experience of
interacting with them.

Older preschoolers primarily used digital technologies to watch movies and car-
toons and to play video games. Also, quite often children watched videos on video
hosting and short videos on social media. Entertainment as the most preferred use
of digital devices and apps by children has also been described in a number of other
studies (Chaudron et al., 2018; Veraksa et al., 2020).

At the same time, the preferred game content differed according to the gender of
the respondents. Boys were more likely to choose multi-level arcades, strategy, and
online games with characters, where points must be collected, and opponents must
be defeated. Girls were more likely to choose games without a plot where they had to
take care of a computer character, or creative games such as drawing games, coloring
books, character constructors, etc. Boys more often interacted with in-game content
inappropriate for their age group (Brawl Stars, Among Us, Fortnite, War Thunder,
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etc.). The games they named often contain elements of cartoon violence and involve
acquisition of additional capabilities by characters for real money. One game which
was mentioned by the respondents of both genders was Minecraft. This correlates
with data from other studies, which explored differences in preferred activities with
digital devices among boys and girls, as well as the content chosen (Brito & Dias,
2019; Veraksa et al., 2020). Girls were more communication-oriented: they were
more likely to cite “connecting, communicating” as their favorite digital device activ-
ity, and chose drawing, music, educational activities, and watching cartoons with a
digital device more often than boys (Veraksa et al., 2020).

When it comes to the specifics of digital device perception by older preschool
children, it should be noted that their parents viewed digital technologies in their
children’s lives primarily as a means of entertainment. Parents’ answers indicated
that they rarely used digital technologies to stimulate their child’s learning and de-
velopment, although they knew about such potential. This led to the children de-
veloping the same attitude. While the children were predominantly positive about
the technology, they were rarely able to explain how digital devices are beneficial to
them personally and to the society as a whole. Also, it can be assumed that their at-
titude was shaped by the mostly positive emotions (joy, fun, and interest) which they
had experienced, since they used the gadgets to play and to watch entertainment.

The knowledge these older preschool children had about the digital world was
limited mostly to the general idea of the spheres of application of digital devices,
and the functions which the children had observed or used themselves. Respondents
had the basic skills required to interact with a touch screen. Competence in tablet
use by young children has also been shown in studies of various European nations
(Chaudron et al., 2018). Also, according to our data, the older preschool children
generally demonstrated low motivation for learning how to use digital devices, since
they had a limited understanding of the functions of technologies which were avail-
able. The responses of motivated children allow us to suggest that when children are
better informed about their opportunities in the digital world, their motivation could
increase. Children of this age group were also virtually unaware of the possible dan-
gers of the online environment, which gave them the false impression that they could
cope with any problem if it arose. Although these older preschool children used vari-
ous digital devices actively, most of them did not have any clear idea about how to use
them safely and effectively in their everyday lives.

Moreover, the majority of the children in the study chose not to tell their parents
about their negative experiences while interacting with digital devices, since they
were afraid of subsequent punishment. The same problem has been shown in the
UNICEF report. While attitudes vary by culture, children often turn first to their
peers when they experience risks and harm online, making it harder for parents to
protect their children (UNICEE, 2017). Moreover, the parents in our research tended
to underestimate the risks of the online environment to their children. Most parental
moderation strategies involved limiting the time of use of digital devices. Other stud-
ies also confirm this finding (Papadakis et al., 2021).

Parental supervision while using a digital device was also frequently mentioned
by parents, but it is hardly possible all the time, considering the duration of their
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children’s use of digital devices. Co-usage of digital devices and lessons on how to use
devices were effective but uncommon practices among parents. According to other
Russian studies, preschool children often use digital devices every day with no su-
pervision by their parents (Veraksa et al., 2020). Older preschoolers are an age group
highly vulnerable to the risks of the digital environment. A significant number of
parents try to establish family rules for the use of digital devices, but most children
either cannot identify these rules, or do not know about their existence at all. Addi-
tionally, many parents of preschoolers do not know what strategies and means should
be applied in situations where their child faces online risks.

Conclusion

Taking into account the current data on the use of digital devices by children (in-
creasing duration, scope, and purpose of use), it is necessary to talk about establish-
ing the foundations of digital competence of preschool children, and determining its
content in accordance with the children’s age characteristics.

Our study made an attempt to describe the content of the components of digital
competence in older preschool children. We found that, despite the fact that the chil-
dren in our study had basic skills in using digital devices such as smartphones and
tablets, the majority had little or no knowledge of the application of these technolo-
gies in the life of society, and their impact on the environment and the community as
a whole. The children successfully used digital technologies for entertainment pur-
poses, which, together with limited knowledge, negatively affected their motivation
to develop the skills to use them in other areas. Mastery of the digital world was
gained by these older preschoolers mainly spontaneously, without proper support
from adults; thus, the children were deprived of the opportunity to get the necessary
ideas about safe behavior in the digital environment. Preschoolers actively explored
the entertainment possibilities of digital devices, often going beyond child-appropri-
ate content and age-appropriate environments. In the process, they often faced vari-
ous online risks. However, due to the existing problems in mediating the children’s
use of digital devices, their parents may not have any idea of the difficulties or nega-
tive emotions their child experiences in the digital environment.

As we continue this study, we plan to increase the sample with representatives
from different regions of the country. This will take into account the different ethnic,
socio-economic, and other characteristics of the population. It is also necessary to
compare the features of digital competence of preschoolers relative to the educational
and economic status, and composition of the family — in particular, the presence of
siblings. In our study, several respondents mentioned their siblings’ role in familiar-
izing them with digital devices and moderating their use; thus, having siblings may
be an important factor in the development of digital competence, but this study was
not able to take this into account.

Limitations

This study had some limitations. Generalization of the results is limited by the small
sample size. Socio-stratification characteristics of the families were not taken into
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account. Mainly mothers of children participated in the survey. Interviewing both
parents, whenever possible, can provide significantly more information about the
digital environment and competence of a child.
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