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Background. Internet psychology has changed its research focus from 
describing the Internet as a separate space, with continuous interaction 
between offline and online communication, to exploring socialization in 
the world of mixed online/offline reality. This paper deals with the psy-
chological and user activity factors of communication on the Internet in 
comparison with offline communication.

Objective. To differentiate the role of user activity, difficulties with reg-
ulating and expressing aggression, empathy and tolerance in compliance 
with online communication rules.

Design. The study included 1,029 adolescents aged 14–17, 525 ado-
lescents aged 12–13, 736 young adults aged 17–30, and 1,105 parents of 
adolescents aged 12–17. Participants assessed how likely they are to follow 
communication rules online and offline, and reported their user activity 
level; they filled out the Chen Internet Addiction Scale, Buss-Perry Ag-
gression Questionnaire, Davis Multidimensional Empathy Questionnaire, 
and Tolerance Index.

Results. It was shown that adolescents in general are a “risk group” for 
noncompliance with communication rules (“Internet etiquette”), but this 
is due to their general propensity not to follow any rules. Both in adults 
and in adolescents, failure to follow online communication rules is related 
to difficulties with aggression regulation, tolerance, empathy, and a low 
level of propensity for Internet addiction.

Conclusion. A difference between online and offline communication 
is related not to difficulties with regulation of aggression (anger and hostil-
ity), but to a lack of empathy and tolerance, and signs of Internet addic-
tion. 
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Introduction
Internet psychology has made its way over several decades from describing the 
Internet as a separate virtual world, through an understanding of continuous of-
fline and online interaction, to defining concepts of digital socialization, digital 
competence, and digital citizenship as crucial elements of socialization processes, 
the formation of social competence and citizenship (Mossberger, Tolbert, & Mc-
Neal, 2008; Soldatova, Rasskazova, & Nestik, 2017). By becoming full members 
of the information society (including online), modern adolescents face and solve 
a series of different life tasks, in particular related to their relations with other 
people and specific aspects of communication. There is empirical evidence that, as 
part of this process, prosocial behavior prevails over antisocial behavior in online 
communication among modern adolescents (Erreygers, Vandebosch, Vranjes, 
Baillien, & De Witte, 2017). However, direct comparison (Soldatova & Rasska-
zova, in press) of compliance with communication rules online and offline (which 
obtained consistent results for nine rules) indicates that there are specific features 
of communication on the Internet: Adolescents, young adults, and parents all less 
often follow online communication etiquette than they do offline social norms. In 
addition, the younger the respondents are, the greater is the discrepancy between 
their online and offline behavior (see Figure 1). In other words, adolescents com-
prise a distinctive “risk group” with regard to online communication. From the 
psychological point of view, the key question is what determines whether a person 
behaves responsibly and considerately toward others on the Internet, and what 
causes a discrepancy between online and offline behavior. To put it another way, 
what defines the willingness to do things online that you do not allow yourself 
offline? 
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Figure 1. Compliance with communication rules online and offline in different groups.

We can suggest several psychological factors promoting online communication 
that is rude, inconsiderate, or non-reciprocal (i.e., not based on a mutual relation-
ship).
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First, at the very least, difficulty with emotion regulation, including aggression, 
might be a non-specific factor in violating communication rules both online and 
offline. The roles of hostility as a personal disposition and of anger as a feature of 
emotional experience and expression of aggression may be different (Buss & Perry, 
1992). According to empirical data, anger in young adults is related to both signs of 
problematic Internet use and trouble communicating with one’s mother and father 
(Say & Durak, 2016), and in adolescents it is related to a propensity for Internet 
addiction (Kim, 2013).

Secondly, we can suppose that such factors as empathy and tolerance play a 
key role in online communication, due to their close connection to a considerate, 
responsible attitude toward another person, the ability to see things from another 
person’s perspective and to empathize, including if this person is from a different 
culture, nationality, or social group. However, can we reckon empathy and toler-
ance to be independent factors, not reduced to the features of aggression regula-
tion? It is known that empathy and tolerance are closely connected to aggression, 
including online (Machackova & Pfetsch, 2016). For instance, an intervention to 
reduce stereotyping and group distortion on the part of Christian students and 
Islamic students was effective in large part due to changes in emotion regulation, 
in particular because the students started to use fewer words expressing anger and 
sadness (White, Abu-Rayya, Bliuc, & Faulkner, 2015).

Finally, despite all the ambiguity of the term “Internet addiction” (Griffiths, 
2005), we can suggest that failure to comply with online communication rules is 
associated with specific user activity, especially to problematic Internet use. The 
literature allows us to identify two opposite opinions: (a) Extensive use of the Inter-
net may lead people to feel impunity, difficulty with empathy, and hence a greater 
propensity to violate reciprocity and politeness in online communication. With 
problematic Internet use (a propensity for addiction), to the extent that a person 
abandons other important life tasks, including communication with friends, nega-
tive communication will also extend to this person’s offline activities. (b) Extensive 
online activity may promote better understanding of other users, and thus more 
civilized communication with them. Thus, according to Japanese data, active In-
ternet users have a more tolerant attitude toward strangers and representatives of 
other nationalities (Seebruck, 2013). 

Unfortunately, the studies we have mentioned are few and do not answer sev-
eral questions that are important both practically and theoretically. To which ag-
gressive features is adherence to rules online related more closely: to anger as a 
propensity to express emotions or to hostility as a personal disposition toward the 
world? Do empathy and tolerance have their own effect by promoting adherence 
to rules online, after statistical control for aggression? Are user activity features 
important in whether a person follows online communication rules, or are these ef-
fects totally reduced to the effects of common psychological variables—aggression, 
empathy, tolerance? And if they are important, are we exclusively talking about 
pathological user activity (Internet addiction and problematic Internet use) or is 
frequency and intensity of online activities by itself connected to a propensity to 
violate communication rules? Finally, are these associations similar for different 
generations and which of them are specific to modern adolescents—a special “risk 
group” that violates Internet etiquette?
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The purpose of this study was to differentiate among the roles of user activity 
(including a propensity to Internet addiction), difficulties with regulating and ex-
pressing emotions (anger and hostility), and empathy and tolerance, in compliance 
with online communication rules and in greater unwillingness to follow the rules 
online as compared to offline. Our hypotheses were as follows:

1. Empathy and tolerance as factors in adopting a responsible attitude toward 
another person are associated with greater willingness to follow commu-
nication rules online, including after statistical control for difficulties with 
regulation of aggression (anger and hostility) and following communica-
tion norms offline.

2. Specific features of user activity (primarily a propensity for Internet addic-
tion) are additional specific predictors.

3. User activity and difficulties with aggression regulation are more closely 
related to willingness to follow communication rules online in adolescents 
than in young adults and parents, whereas the effects of empathy and toler-
ance are maintained at all ages.

Methods
Participants
The respondents were 1,029 adolescents aged 14–17 (47.0% boys), 525 adolescents 
aged 12–13 (45.7% boys), 736 young adults aged 17–30 (40.8% men, mean age 
23.33±3.90), and 1,105 parents (19.4% men) of adolescents aged 12–17. Parents’ 
age ranged from 28 to 65 (mean age 41.21±5.63). Respondents represented 17 cit-
ies of 8 federal districts: Southern (Rostov-on-Don, Volgograd), Volga (Kazan, 
Kirov), Siberian (Kemerovo, Novosibirsk), Far Eastern (Magadan, Petropavlovsk-
Kamchatsky, Khabarovsk), North Caucasian (Makhachkala, Vladikavkaz), North-
western (Saint Petersburg, Vologda), Central (Moscow, Moscow Region), and Ural 
(Tyumen, Yekaterinburg). 

Procedure
Data was collected by the Foundation for Internet Development, supported by the 
Russian Association for Electronic Communication. The survey used the personal 
interview method and questionnaires for each age group. A university network was 
used for selecting interviewers who had the relevant professional level for conduct-
ing the study: Lomonosov Moscow State University, Saint Petersburg State Univer-
sity, Volgograd State Social and Pedagogical University, Dagestan State Pedagogical 
University, Khetagurov North Ossetian State University, Kazan Federal University, 
Vyatka State University, Ural State Pedagogical University, University of Tyumen, 
National Research Tomsk State University, Novosibirsk State University, Pacific Na-
tional University, and Vitus Bering Kamchatka State University. 

Sixty-eight experienced interviewers/psychologists were selected for conduct-
ing the survey. Employees of the Foundation for Internet Development and Lo-
monosov Moscow State University’s Department of Psychology monitored the in-
terviewers’ work.
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Adolescents and young adults took part in the survey only if they use the Inter-
net. Parents took part in the survey only if they had children aged 12–17 who use 
the Internet. 

Measures
Findings were made by using the following methods:

1. The assessment of following communication rules online and offline was 
subjective. Experts/psychologists formulated nine common rules of in-
terpersonal communication describing norms for courtesy, responsibility, 
consideration, and mutuality: “Be polite to people you are talking to”, “Con-
duct yourself in accordance with the rules of the place you are in”, “Express 
your thoughts in a polite and civilized manner”, “Share only verified infor-
mation”, “Share your knowledge and respect others’ input into an exchange 
of knowledge”, “Regulate the process of expressing your emotions—your 
words and actions may hurt other people”, “Have respect for other people’s 
private lives and personal boundaries”, “Do not use your authority and 
abilities to harm others”, “Be tolerant of the shortcomings of those around 
you”. Respondents were asked to assess how often they follow each rule 
“In real life” and “On the Internet”, on a Likert scale from 1 (“Never”) to 5 
(“Constantly”). We then estimated the subjects’ overall willingness to fol-
low communication rules offline (Cronbach’s alpha was 0.80–0.86 for the 
different groups) and online (0.84–0.88).

2. The assessment of user activity included two items about time spent on the 
Internet during the week and on the weekend (options were “less than one 
hour”, “1–3 hours”, “4–5 hours”, “6–8 hours”, “9–12 hours”, and “more than 
12 hours”). Cronbach’s alpha was 0.85 in both adolescent groups, 0.80 for 
young adults, and 0.65 for parents.

3. The Chen Internet Addiction Scale (Chen, Weng, Su, Wu, & Yang, 2003) 
adapted by V.L. Malygin and K.A. Feklisov (Malygin et al., 2011). The ques-
tionnaire consists of 26 statements to which four answer options were given 
(“not at all”, “a little bit”, “partially”, “absolutely”). It includes the following 
scales: compulsive symptoms, withdrawal symptoms, tolerance, intraper-
sonal problems, health problems, and time management. An overall index 
defining propensity for Internet addiction was used.

4. The Buss-Perry Aggression Questionnaire (Buss & Perry, 1992; Enikolopov 
& Tsibulsky, 2007) was used for assessing the overall level of hostility and 
difficulties controlling it. Only indices for the scales of hostility as a general 
attitude, and anger as an expression of aggression, were used. The physi-
cal aggression scale was not used, as it cannot be applied directly to online 
activities.

5. The Tolerance Index Quick Questionnaire (Soldatova, Kravtsova, Khukh-
laev, & Shaigerova, 2008) is used to assess tolerance, including ethnic toler-
ance (attitude toward representatives of other ethnic groups and attitudes 
about intercultural interaction), social tolerance (attitude toward such so-
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cial groups as minorities, criminals, and mentally ill people), and tolerance 
as a personality trait. In this study, an overall index was used. 

6. The Davis Multidimensional Empathy Questionnaire (Interpersonal Reac-
tivity Index, Davis, 1983; Budagovskaya, Dubrovskaya, & Karyagina, 2013) 
was used to asses empathy, with four scales translated into Russian: per-
spective taking, fantasy, empathic concern, and personal distress. We used 
the overall index of empathy (Cronbach’s alpha 0.71 for adolescents, 0.56 
for young adults, and 0.65 for parents).

Adolescents aged 12–13 did not fill out the tolerance and empathy assessment 
measures, and thus their results were included only at the stage of correlation anal-
ysis.

Results
Associations Between Compliance with Communication Rules and Psychological 
Factors in Adolescents, Young Adults, and Parents

Compliance with communication rules both online and offline does not de-
pend on the average number of devices used for accessing the Internet and is almost 
unrelated to overall user activity—only for adolescents was average time spent on 
the Internet during the week and on the weekend slightly negatively correlated to 
following rules online. Negative correlations between following rules and signs of 
Internet addiction are more remarkable and reach the significance level in all the 
groups, which is in line with the concept that it is not online activity by itself, but 
rather problematic activity, that may be connected to violation of communication 
rules.

People who are more tolerant, have a high level of empathy and a lower level of 
anger and hostility, more often abide by communication norms, both online and 
offline. In parents these associations are slightly weaker than in adolescents and 
young adults. 

It is apparent (see Table 1) that correlations with online and offline communi-
cation are almost identical, which is no surprise considering the high correlation 
between these variables (r = 0.63–0.77 in different groups). In order to get a vari-
able indicating unique differences in following communication rules online, inde-
pendent of what happens offline, a regression analysis was made (separately in each 
group). In this analysis, following communication rules online was a dependent 
variable and following them offline was an independent one. For each respondent, 
an index of “residual” variance (so-called error variance) was maintained—i.e. 
those of his/her features in compliance with communication rules online that are 
not reduced to what happens offline and cannot be predicted on the basis of offline 
behavior. In fact, this index defines the difference between following rules offline 
and online. It can be seen from Table 1 that “genuine” willingness to follow rules 
online is not associated with anger and hostility, but slightly associated with toler-
ance, empathy, and the absence of signs of Internet addiction. 
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Table 1
Associations between aggression, empathy, tolerance, user activity, and compliance with 
communication rules online and offline: Correlation analysis in different age brackets

Compliance with rules 
of communication
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 1

4-
17

Compliance with communica-
tion rules offline –0.15** –0.12** 0.22** 0.20** –0.04 –0.19**

Compliance with communica-
tion rules online –0.15** –0.10** 0.22** 0.24** –0.10** –0.19**

Unique variance – compliance 
with rules online –0.05 –0.02 0.09** 0.14** –0.10** –0.07*

A
do

le
sc

en
ts

 
ag

ed
 1

2-
13

Compliance with communica-
tion rules offline –0.17** –0.15**  – – –0.12** –0.28**

Compliance with communica-
tion rules online –0.17** –0.15** – – –0.09* –0.21**

Unique variance – compliance 
with rules online –0.08 –0.06 – – –0.02 –0.05

Yo
un

g 
ad

ul
ts

 
ag

ed
 1

7-
30

Compliance with communica-
tion rules offline –0.25** –0.24** 0.21** 0.25** –0.02 –0.16**

Compliance with communica-
tion rules online –0.24** –0.24** 0.25** 0.23** –0.01 –0.22**

Unique variance – compliance 
with rules online –0.07* –0.08* 0.14** 0.07 0.02 –0.15**

Pa
re

nt
s

Compliance with communica-
tion rules offline –0.13** –0.13** 0.19** 0.13** –0.02 –0.13**

Compliance with communica-
tion rules online –0.07* –0.08* 0.21** 0.19** –0.02 –0.17**

Unique variance – compliance 
with rules online 0.05 0.04 0.10** 0.13** –0.02 –0.12**

Note. * p < 0.05, ** p < 0.01.

Aggression, Empathy, Tolerance, and User Activity as Predictors  
of Online Communication: Results of Hierarchical Regression Analysis
To test our hypotheses about the role of empathy and tolerance as being inde-
pendent of aggression regulation, and about the role of problematic Internet use 
in groups of adolescents aged 14–17, young adults, and parents, hierarchical re-
gression analysis was performed with groups-moderators (Chaplin, 2007). The 
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group variable was coded by two binary variables (parents and older adolescents in 
contrast to young adults—“young adults” was a reference group); the variables of 
compliance with communication rules offline, anger, hostility, empathy, tolerance, 
Internet addiction, and user activity were centered (Chaplin, 2007). Variables-
moderators were calculated as pairwise products of binary variables of a group 
with all the others. The analysis was conducted twice—with and without statistical 
control for following rules offline. In other words, the first model was aimed at find-
ing general psychological and user predictors of compliance with online communica-
tion rules, and the second one at finding predictors of why people do not follow the 
rules particularly online, in contrast to offline (i.e., the difference between offline and 
online behavior). Variables that were added at each stage of hierarchical analysis are 
shown in Table 1.

Without statistical control for compliance with the rules offline, the overall 
regression model explains 21.4% of variance of the variable “compliance with the 
communication rules online”. In accordance with the model, in all groups the sig-
nificant predictor of failure to follow rules online is anger, and not hostility. In 
adolescents aged 14–17 and young adults, anger is a more important factor than 
it is with parents (comparison of simple regressions: in adolescents β  =  −0.21, 
p < 0.01, in young adults β = −0.16, p < 0.01, in parents β = −0.02, p > 0.10). In 
all the groups, tolerance and empathy are related to greater willingness to follow 
communication rules, and it seems as though their effects are not reduced to each 
other and do not depend on respondents’ age bracket. In all respondents, Inter-
net addiction, but not user activity, is related to failure to follow communication 
rules online. Only for adolescents aged 14–17 can we suggest that following rules 
online depends on overall user activity (in contrast to problematic Internet use): 
Whether or not adolescents have signs of addiction, the more time they spend 
on the Internet, the less they follow communication rules (comparison of simple 
regressions: in adolescents β = −0.12, p < 0.01, in young adults β = −0.02, p > 0.10, 
in parents β = 0.04, p > 0.10). 

If we examine online and offline differences (i.e., the predictor of a “gap” be-
tween online and offline behavior), then the only predictors of following communi-
cation rules online that are common for all respondents are tolerance and low level 
of Internet addiction. Two additional factors distinguish older adolescents from 
young adults: higher level of empathy (comparison of simple regressions: in ado-
lescents β = 0.11, p < 0.01, in young adults β = 0.03, p > 0.10, in parents β = 0.07, 
p < 0.01) and lower level of user activity (comparison of simple regressions: in ado-
lescents β = −0.07, p < 0.01, in young adults β = 0.01, p > 0.10, in parents β = 0.01, 
p > 0.10).

Reviewing the separate stages of both regression analyses allows us to specify 
the answers to the questions asked above (see Table 2):

1. Parents tend to follow both communication rules in general and online 
communication rules; adolescents tend to violate communication rules in 
general. However, this effect in adolescents is not only connected to the 
digital world, as after statistical control for willingness to follow communi-
cation rules offline, this effect disappears.
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Table 2
Psychological predictors of following communication rules online: Results of hierarchical 
regression analysis

Stages of hierarchical regression analysis:  
independent variables

Compliance with 
communication 

rules online without 
control for offline

Compliance with 
communication 
rules online with 
control for offline

β ΔR2 β ΔR2

Stage 1

Offline communication rules –

9.1%**

0.77**

60.9%**

Offline communication rules × Adolescents 
aged 14–17 – –0.03

Offline communication rules × Parents – –0.01

Adolescents aged 14–17 –0.08** –0.01

Parents 0.25** 0.10**

Stage 2

Anger –0.15**

2.6%**

–0.03

0.2%*

Hostility –0.13* –0.03

Anger × Adolescents aged 14–17 –0.03 –0.03

Anger × Parents 0.07 0.04

Hostility × Adolescents aged 14–17 0.14** 0.06

Hostility × Parents 0.03 0.02

Stage 3

Empathy 0.17**

6.7%**

0.03

1.0%**

Tolerance 0.11** 0.06*

Empathy × Adolescents aged 14–17 0.05 0.05*

Empathy × Parents –0.01 0.02

Tolerance × Adolescents aged 14–17 0.02 –0.02

Tolerance × Parents 0.03 0.00

Stage 4

Internet addiction –0.18**

2.6%**

–0.11**

0.6%**Internet addiction × Adolescents aged 14–17 –0.01 0.02

Internet addiction × Parents 0.00 0.00
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Stage 5

User activity –0.02

0.6%**

0.01

0.2%**User activity × Adolescents aged 14–17 –0.07* –0.06**

User activity × Parents 0.01 –0.01

General model

Offline communication rules –

21.4%**

0.73**

62.9%**

Offline communication rules × Adolescents 
aged 14–17 – –0.04

Offline communication rules × Parents – 0.00

Adolescents aged 14–17 –0.04 0.01

Parents 0.21** 0.09**

Anger –0.11* –0.02

Hostility –0.06 0.02

Anger × Adolescents aged 14–17 0.02 –0.01

Anger × Parents 0.08* 0.05

Hostility × Adolescents aged 14–17 0.05 0.00

Hostility × Parents 0.02 0.00

Empathy 0.19** 0.04

Tolerance 0.09** 0.06*

Empathy × Adolescents aged 14–17 0.06 0.05*

Empathy × Parents –0.01 0.03

Tolerance × Adolescents aged 14–17 0.00 –0.02

Tolerance × Parents 0.02 0.00

Internet addiction –0.18** –0.11**

Internet addiction × Adolescents aged 14–17 0.01 0.04

Internet addiction × Parents 0.00 0.00

User activity –0.02 0.01

User activity × Adolescents aged 14–17 –0.07* –0.06**

User activity × Parents 0.01 –0.01

Note. * p < 0.05, ** p < 0.01.
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2. If we take features of emotion regulation as primary psychological predic-
tors, then both anger and hostility are related to violation of communica-
tion rules, though the role of hostility is more obvious in young adults than 
in adolescents, and parents are somewhere in between (comparison of sim-
ple regressions: in adolescents β = 0.07, p > 0.10, in young adults β = −0.13, 
p < 0.05, in parents β = −0.06, p > 0.10). Furthermore, measuring in the 
offline communication model leads to disappearance of the effects of both 
anger and hostility — in other words, these are non-specific factors that are 
more related to communication in general than to explaining online and 
offline differences. Moreover, even in relation to general compliance with 
communication rules, the effect of anger is constant, whereas the effect of 
hostility disappears when the other variables are introduced.

3. Tolerance and empathy are related to better compliance with communica-
tion rules. However, only tolerance predicts polite communication specifi-
cally online, whereas, after statistical control for offline behavior, the role of 
empathy is retained only in adolescents.

4. High user activity has a specific connection to the worst compliance with 
communication rules online; however, it is problematic Internet use (signs 
of addiction) that is relevant. The effect of user activity is only observed in 
adolescents.

Discussion
For this paper, the initial data (Figure 1) showed that as people get older, they 
not only tend more to follow the rules of communication, but their willingness 
to follow the rules online increases and gradually “catches up with” their offline 
behavior. Moderation analysis clarifies this result by showing that while in the case 
of adolescents we are talking about a general inclination to violate the rules (both 
online and offline), compared to young adults and parents, and the fact that this 
is not specific to the online world (it disappears after statistical control for offline 
behavior), with the parents we see a reduction of the discrepancy between the on-
line and offline worlds compared to young adults and adolescents. This suggests 
that for an adult with established communication norms, the online world does 
not seem to be essentially new compared to the offline world. Note that a per-
son with long-held beliefs and values is more likely to follow these beliefs online, 
even if violating them is to this person’s advantage and does not threaten negative 
consequences. On the other hand, we can see a discrepancy between offline and 
online behavior in young adults and adolescents. Although it is a constant discrep-
ancy — it is not greater in adolescents than in young adults — it is more likely that 
the Internet is very good space where adolescents can “post” their general effort to 
resist rules and norms.

This raises the question of what factors (aggression regulation, tolerance and 
empathy, user activity features) may promote following rules and reduction of the 
discrepancy between offline and online behavior in adolescents. Are they universal 
or specific to adolescence? 

The results of correlation analysis have shown that although adolescents who 
spend more time on the Internet are in general a little bit less oriented toward polite 
and respectful communication, even in these groups relationships are weak. That 
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is why there are no grounds for assigning to the Internet on its own the role of a 
“destroyer” of communication rules. There is more reason to suggest that online 
communication depends on emotional features (anger and hostility) and commu-
nication features (tolerance, empathy), and among user activity factors, problem-
atic (and not just any) Internet use is more important. As we have said, willingness 
to follow communication rules online and willingness to do so offline are more 
similar than different. Already at the stage of correlation analysis, the difference 
between online and offline communication is related not to difficulties with ag-
gression regulation (anger and hostility), but to empathy, tolerance, and absence of 
signs of Internet addiction. In other words, difficulties with aggression regulation 
are more likely to be a general than a specific factor and to determine a person’s 
general attitude in any communication. On the other hand, tolerance and empathy 
may perform both general tasks to promote consideration and acceptance of other 
people and specific tasks in the online world, thereby reducing the discrepancy 
between online and offline behavior.

Moderation analysis allows us to specify these results (although, due to the 
correlation design of this study, unambiguous conclusions regarding cause-effect 
relations cannot be reached): 

Role of aggression regulation. We can suggest that general willingness to follow 
rules is related to aggression regulation in all the groups, both in the form of dis-
position (hostility) and in the form of regulation of expressing aggression (anger). 
But only the effect of anger is retained after adding the other variables, and the 
effect of hostility is less expressed in adolescents than in young adults (where it is 
at the maximum). On the one hand, this suggests that the hostility is related to fol-
lowing communication rules not directly but, for example, through its association 
with Internet addiction, since it is the addition of this variable that reduces the 
effect of hostility, and the effect is clearly observed only in adolescence. Examina-
tion of this hypothesis requires a separate mediation analysis and a longitudinal 
study design. On the other hand, the effect of hostility appears to be generally less 
clear and less constant than the effect of anger. Anger and hostility are not related 
to the discrepancy between online and offline communication. Practically speak-
ing, this means that interventions to improve aggression regulation are justified 
in adolescence (as in adulthood) if they are aimed at working with its expression 
rather than with general hostility. The effect of such interventions is unlikely to 
be specific to online communications. Hostility is likely to be seen as a potential 
target (also non-specific) of psychological work or as a sign of a risk group only 
in adolescence.

Role of tolerance and empathy. Empathy and tolerance allow us to predict com-
pliance with the rules online, after statistical control for hostility and anger. In 
other words, showing consideration for other people, an ability to see from an-
other person’s perspective and to empathize with this person, are related to politer 
and more reciprocal communication online, even in people with a high level of 
hostility and anger. Moreover, the discrepancy between online and offline behav-
ior, which does not depend on aggression regulation, is specifically related to a 
low level of tolerance, and in adolescents it is also related to a low level of empa-
thy. From our point of view, this result allows us to define a system of priorities 
for practical interventions. Thus, it can be assumed that even in case of difficul-
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ties with aggression regulation, psychological work aimed at the development of 
empathy and tolerance can be effective for improving online communication; its 
effect is not only general, but also specific in terms of reducing the discrepancy 
between online and offline behavior. In adolescents, where this discrepancy is at 
its maximum, the development of empathy becomes a “support” for the psycholo-
gist, in addition to tolerance.

Role of user activity and propensity for Internet addiction. Problematic Inter-
net use (propensity for Internet addiction) is important for predicting both gen-
eral willingness to violate communication rules online and a discrepancy between 
online and offline behavior. With regard to user activity, no such effect has been 
found: Willingness to violate communication rules online is more likely to be asso-
ciated with signs of excessive use of the Internet, including the gradual sacrifice of 
other areas of life not related to addiction (Griffiths, 2010), rather than how much 
time a person spends on the Internet. However, it should be noted that there is an 
independent effect of user activity in adolescents; adolescents who spend a lot of 
time on the Internet more often violate communication rules online and have a 
greater difference between their online and offline indices. It is interesting that this 
effect does not support the idea that adolescents who use the Internet more often 
are more tolerant and thus more considerate to others (Seebruck, 2013). Practically 
speaking, this shows that in all psychological work aimed at improving online com-
munication, an evaluation of whether there is Internet addiction should be made, 
and problematic Internet use itself is a target for intervention in all cases. In ado-
lescents, spending a great deal of time every day on the Internet can be considered 
a risk factor, even if they deny signs of Internet addiction.

Conclusion
Adolescents in general are a “risk group” for not following Internet etiquette, but 
this is due to their general propensity not to follow communication rules. In fact, 
online indices “catch up with” offline indices only in the parents’ group, which sug-
gests that in adulthood regulation of communication, both online and offline, is de-
termined by stable and less context-dependent personal norms, values, and beliefs. 
In both adults and adolescents, the target for psychological interventions may be 
features of aggression regulation (but more likely expressed as anger than hostility 
as a stable disposition), developing tolerance and empathy, and overcoming the 
signs of Internet addiction. However, only tolerance, low propensity to Internet 
addiction, and—in adolescents—also empathy and a low level of user activity, are 
associated with reducing the discrepancy between online and offline communica-
tion.

Limitations
The limitations of this study are primarily in the characteristics of the sample. 
While the sample of young adults and adolescents is balanced by gender, the sam-
ple of parents was mostly women (80.6%). Respondents were residents of large cit-
ies. These sampling features may limit generalization of the results.
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